
INCIDENT RESPONSE -
PRINCIPAL TACTICS (OT)

The trainees learn the required theory of and perform practical exercises in organizational cyber-
threat incident response processes, gaining familiarity with some of the key concepts and tools in the 
field: - Managing corporate security policies and standards compliance - Developing and updating 
organizational policies and procedures - Evaluating the magnitude of damage and managing 
responsibilities - Detecting and mitigating an ongoing cyber-attack under real-life APT conditions The 
training tools, materials and experiences are optimized for the unique components and considerations 
of the ICS environment.

Days: 3 Trainees: 15 Level: Beginners

Topic:  IR Sector: OT Sub Sector: Generation 

Description

This IR training is focused on the OT environment. The Incident Response training program immerses trainees 
in the tools, skills, and methods used by an enterprise Incident Response team, offering hands-on practice in 
the Cyber Arena environment during a simulated cyber attack. Trainees will master managing corporate 
security policies and compliance, developing and updating organizational procedures, evaluating damage and 
managing responsibilities, detecting and mitigating ongoing cyber-attacks under real-life APT conditions. The 
training tools, materials and experiences are optimized for the unique components and considerations of the 
ICS environment.

Target Audience
· Incident Response Team Member
· Incident response teams

· IT/OT Professional

· Junior OT security personnel in process of qualification



Training Outcomes
· Acquire the necessary expertise, methodology and practical 
experience required to become a skilled First Responder or 
Incident Response team member in organizations that utilize 
ICS or OT systems

Mandatory Prerequisites

· Basic background knowledge of information security concepts and solutions

Contact information
For any inquiries on this course, reach out to:

info@cyberpax.eu
+30 210 7525 363
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